4

Xchanging

Insurers’ Market Repository

Browser Configuration
And
Getting Started Guide

©2007 Xchanging. All rights reserved 1 of 36



-4

Xchanging

Table of Contents
(@ Y= VT 4
IMR Features that Require Configuration of Web Browser........ccccccvvvvvvvvvvvevvvnnnnee, 5
View Documents and Progress Bar ..o 5
Simultaneous Download of Multiple DOCUMENES.........c..cciviiiiiieiiieieese et 5
D] 1ol o= To PSSR 6
W o o [ Lo Lol T 1] o OSSPSR 6
ROIE OF APPIELS ...t b et bt bbbt b et b et b et e 7
Impact of NOt USING APPIELS ..o 8
WIBW DIOCUIMEINES ...ttt sttt ettt sttt sttt e bbbt b e st e s e e e e b e e b e eb e e b e e st enbeseeebesbeabesbeeneaneennen 8
Simultaneous Download of Multiple DOCUMENTS .........cccviviieieriie e 8
D] 1= od o o= To OSSO USSP RURURURUPRRRN 9
AGA DOCUMENT ...ttt ettt b et b et bbb bt s e bt s e bbbttt n et s ans 9
Web Client and Browser ReqQUITEMENTS ........ccvvvvviiiiiiiiiiiiiieeeieeeeeeeeeeeeeee e 11
OPEIALING SYSTEIM ...ttt bbb bbbt bbbt s bt b st bt b e bt s bt ens 11
WED BIOWSELS ..ttt sttt bbbt bbbt et b et et b et et bttt 11
Java RUNEIME ENVIFONMENT .....iiiiieieiese ettt st st s e et et snesreaneeneeeenees 11
IMHCTOSOTE IV MLttt bbbt s bt s bt n et ne e ans 11
SUN JVIM Lottt e bbbkt R ettt sttt 11
Validating the Web Client and Browser Configuration Requirements................ 13
View the Current Browser CONfIgUIation ...........c.cooiiiiiiiiiiiice e 13
Checking settings in Internet EXplorer 6 ... 16
= Tot U ] VL] L T OSSR 16
Configuration for RUNNING APPIELS ......c.ooviiiiiiiece bbb 17
Case 1 — If USING the SUN JRE ..ottt sttt s be e e e 17
Case 2 — If using the MICIOSOTt JV M .......ooiiiiiiiiiecee e 18
Case 3 — If Sun JRE as well as Microsoft IVM iS NOt USE .........cccervvererinieneisie e 19
Resetting Preferences for APPIELS ... 19
Getting Started GUIAE ... 22
When Using Sun JVM versions 1.4.2_13 and 1.5.0_11......ccooiiiiiiiiiieienereee e 22
When uSing MICIOSOTt JVIM ..ot sa et sre e e ena e e enes 25
When No JVM installed or Applets are not available ..., 29
Frequently ASked QUESTIONS .......uuuuuiieiiiiiiiiiiiiiiii s 32
Does IMR work with SUN JRE 1.3/ JVM L1372ttt 32
Does IMR work with SUN JRE 1.5 05 JAVA 57 ....cveiiiiiieieicerese ettt 32

©2007 Xchanging. All rights reserved 2 of 36



-4

Xchanging
Does IMR work with Internet EXPIOTEr 77 ......cvo ittt 32
How do I check which JVM version do | have OR if | have applets enabled or not? ...........cccccce..e. 33
QAT T L TR T = o o] =) PSS 33
What should | do when JRE 1.5 is installed in my machine but | want to use JRE 1.4.2_137?........... 33
From where can | download the Sun JRE version supported by IMR?........ccccevevevivvivieeceeee e 33
RS 101 Lo ] o AP TTPTPRTR 34
Annexure 1: Glossary Of TeIMIS ..o 35
A o o] =) P 35
TR bbb e At E e e b e e R e e Ee e Ee e RE e Re Rt e e Rt e bt e bt s benE e e nreenrean 35
TV M et nre s 35
COOKIE ..tttk h b bt b bbb b E e h b e R R R R R R R R b E bt e n s 35
ANNEXUI 2.ttt e e e ee s sees s eesseee s eee s ee s seennnnn s rnnnnrnnrnrnnnes 36
Sun JRE version 1.5.0_11 is used and IMR is accessed USiNg ProXy SEIVEN ........ccccceevevereereereesesnens 36

©2007 Xchanging. All rights reserved 3 of 36



Xchanging —

Overview

The Insurer's Market Repository (hereafter referred to as IMR) is a web-based
application offering users secure access to the IMR content via the internet. This
document provides the information required to configure the web browser to enable
them to use IMR. It also includes detailed instructions to validate the browser

settings.

The Getting Started section is intended to help first time users acquaint themselves
with the expected actions depending on their browser configurations.

A section on ‘Frequently Asked Questions’ points to information present elsewhere in
the document, but in a question-answer format.
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IMR Features that Require Configuration of Web Browser

IMR is a web based application, which implies that it runs inside a web browser on
the user’'s computer. A variety of web browsers are available which support different
standards. Incompatibilities even exist across different versions of the same browser.
To allow for a comfortable and consistent user experience IMR recommends
standard settings of the most commonly used browsers like Internet Explorer.

Some of the features which can vary based on the user’'s browser settings are
described below.

View Documents and Progress Bar

If the browser is configured to the recommended settings, clicking on a document
hyperlink (or using the View Link) opens the document in a new window using the
application that the user has configured to open the file type i.e. Microsoft Word. A
progress bar is also displayed indicating the progress of the download.

Simultaneous Download of Multiple Documents

If the browser is configured to the recommended settings, users can select multiple
documents (by selecting on the adjacent checkboxes) and use the Download link
(see figure 1).

+ Policy Documents Add | Edit
Dretails | Download | Send Link | Add To Faverites | 5% Mare..,

¥ [ « Name Ver @b Created Created By <

M Policy 1 05/07/07 Direct Import

| Policy 1 11/07/07 Direct Import

[0 Policy 1 11/07/07  Direct Import

Figure 1 — IMR Screenshot of Multiple Documents Selected for Download

The users can select more than one document for download and then click on the
Download link. Once the Download link is clicked, the user is taken to another screen
to specify the folder where the documents should be downloaded (see figure 2).

Kohanghng BEEEE— Lk L Optons L Ao Lo

Markel Repository (X15 Adminstrator)

@ Home  § Search [ BOD42ASRZRDT Y Policy Documents

Download Documents b Duvinload |

Use the Browse button to select a downdead location for the documents. Click Dawnload,

Folder: o \Documents and Settingsikansalihy Dotuments\ Do
Documents To Download

Hanw Veraiun
[ Palicy 1
D eaolicy 1
[ Polcy 1

Figure 2 — IMR Screenshot of Downloading Multiple Documents
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Direct Load

Direct Load is accessed via the Direct Load tab and then after entering the UMR on
the UMR Entry screen, the user is able to upload documents via the Direct Load

Document Load screen (see figure 3).

« Please use the Add (+) button to browse for the documents you wish to upload to the UMR.
« Please use the SUbtract (-) button to remove the documents you do ot want to upload.

« Highhight 3 document listed in the document box to enter properbes for the documant.

= Select whether a work order 3 required,

= Once complete, please select “Submt™ to upload the documents.

= If you wish to cancel the operabion, select "Close” to return to the UMR Entry screen.

= Maomum file size alowed per document s 20 MB.

= Itis recommended that up to a maomum of 30 documents are loaded at 2 bme,

Bocument: |

L
| E3]
-]
Properties fur selected docament
Document Path: o
Hame: v o
Name Ext:
Description:
Reference:

Pruperties for all documents

15 & Work Ord red f singr: - .
% & Work Order required for processing ) Yai © o

ehanging -~ Quick Liuks, 1 Options L Abuit 1 Log Off o
ket Repository (15 Admunistrator)
Home
Homepage Search | Direct Load
Document Load for BOO42ASR2RD1 (Existing) j Submit| Clos:

Figure 3 — IMR Screenshot of Direct Load Document Load

Add Document

Documents can be added using the Add link for the folders on the UMR and UCR
view. The Add Documents screen is displayed and it is possible to add multiple

documents (see figure 4).

Xchanging mm@d

Market Repository {15 Administratar)

O, Home  §@ Search  [§ Bo0gzas 1 L ralicy

Add Documents p_create |

Use the Plus button te browse for documents that you wank added to the folder. Highlight a document listed in the Files bow. Then, enter the information for the selected document. Click Create.

Pieaze note that any documents added (where the total sice does mot exceed 20Mb) will be sent, via DRI, lo any registered Trading Partners wilh the appropriele sccess rights,

File: |

may

Propeeies lor selecbed docsment

File Path:

]

name: | o

Descriplivn: |

Format: | Sulpct One ~ 0
Tnitial Versinn Conmenl 1B ‘
Dncument Type: =

Original Document Date (dd/mm/ yyyy): T

Properies lor all files

Securlty: | HOMZASHIRDT - o7

Figure 4- IMR Screenshot of Add Documents for Multiple Documents
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Role of Applets

The features described above are made possible through the use of applets. Applets
require that the web browser is configured with an appropriate Java Runtime
Environment. All modern browsers support easy installation of the Java Runtime
Environment and the use of applets. However, if the users decide not to use applets
in the web browser, IMR can still be used albeit with some limitations. The impact of
not using applets in the web browser is described in the next section.
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Impact of Not Using Applets

If the browser is not using the recommended settings and applets are disabled, the
features specified in the previous section will not function as described above.

View Documents

If applets are not available in the web browser and the user clicks on the file
hyperlink or clicks on the “View’ link, the user is prompted to save the file rather than
the file being displayed (see figure 5). Once saved, the user can then view the file by
opening it on their file system.

Xchanging ——md

Market Repository (XI5 Administrator)

O, Home @ Search [ BUUAZASRIRDL

BOOAZASRIRDT
* slip Documents Add | Ed * CMH A
= Dri-Mctadata

File Download - Security Warning ]
¥ Policy Documenls Do you wart to save this file? A
W [ v ama ve it q =) Name. Polcy
@ 0O Poly 1 Tyoe: Unbknown Fle Type, 668 bytes
O 0O vabey 3 p From: epusbor. schanging. com
==

* Misc/Historical Documents

sne Wi fles from the Intemet can be useh, tha fle hype can
¥ 3 Name 1) poterealy ham your computer. ¥you da ot mat the acure, do not
| [LPaN's ¥ avethe schware, Whatsthe sk 7

* Original Signing Infarmation

Created Uy: 15 Administrator 05/07/07 15:37 Security: View
Modified By: XI5 Administrator 12/07/07 16:51

Figure 5- IMR Screenshot of File Saving Prompt

Simultaneous Download of Multiple Documents

If applets are not available in the web browser, the users will not be able to download
multiple files simultaneously.

The users can still save one file at a time by clicking on the document hyperlink and
using the View option available in the File menu of the browser.

As can be seen in the screen capture below (figure 6), the Download link is not
shown to the user.

+ Policy Documents Add | Edit
Dretails | Send Link | &dd To Faverites | ¢ Maore..

v D + Mame Ver ﬁ,j Created Created By Wiaw

O O Policy 1 05/07/07 Direct Im ggit

O O Policy 1 11/07/07 Direct Im Check Out

[ O Paolicy 1 11/07/07  Direct Im Versions

History
- - - Cop',r

+ Misc/ Historical Documents
Details | Send Link | &dd To Faverites | LSS

x| ) MName =]

Figure 6 — IMR Screenshot of Missing Download Link

©2007 Xchanging. All rights reserved 8 of 36



Xchanging —
Direct Load

Direct Load does NOT work without applets. After entering a UMR on the UMR Entry
screen, the user will see a blank screen after selecting the Submit button (see figure
7).

Xchanging L - QuickiLinks L Optiors md
Market Repository (XI5 Administrator)

T, Home

Homepage Search | Direct Load

Figure 7- IMR Screenshot of Direct Load Without Applets
Add Document

Only one document can be added at a time using the Add Document functionality
from any of the folders on the UMR or UCR screens. As can be seen in the screen
capture below (figure 8), only one document can be added at a time. This is different
from the Add Document shown in the previous section where more than one
document can be added at a time (see figure 4).
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Xchanging mmd

Market Repository (XI5 Administrator)

9, Home # Search [§ BODMZASRIRDIO [y Misc/Historical Documents

Add Document s

Use the browse button to select document that you wank added to the folder. Click Create.

Please: rate: that any documents added (where the total sice doos not exceed 20Mb) will be sent, via DRI, to any registered Trading Partrivrs with the apgropriste acoess rights,
L Browse.. |
Name: o
Description:
Farmak: | Selact One v 0

Initial Version Comments:

Ducument Typa: 3
Original Document Date: —,,.5‘
Security: | BI04ZASRIAOD “ 07

Figure 8 — IMR Screenshot of Add Document for Single Document
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Web Client and Browser Requirements

In order to use the IMR the following software is required on the user’'s computer
Operating System

Microsoft Windows® 98, Windows 98 Second Edition, Windows Millennium Edition
(Windows Me), Windows NT® 4.0 with the high encryption version of Service Pack
6a (SP6a) and higher, Windows 2000, or Windows XP.

Web Browsers
Microsoft Internet Explorer 6.0 Service Pack 2
OR
Mozilla Firefox 1.0 for Microsoft Windows®
Java Runtime Environment
Microsoft JVM
Microsoft JVM 5.0.3810 for the following configurations:
¢ Internet Connection with no Proxy Server
¢ Internet Connection with Proxy Server, but no Socket Permission/
e Internet Connection with Proxy Server and Socket Permission.
Sun JVM

The Java Runtime Environment is required for applets in the web browser. The
details are available in the role of applets section.

The table below shows the java versions, and configurations, that work for the IMR
(Note: Java 1.6.x is not included).

Internet Internet

Sun Java

Runtime
Environment
(JRE)

Internet
Connection with
no Proxy Server

Connection with
Proxy Server, but
no Socket
Permission

Connection with
Proxy Server and
Socket
Permission

4.2_06

4.2_07

4.2_08

4.2_09

4.2_10

4211

4.2 12

4.2 13

5.0

5.0_01

.5.0_02

.5.0_03

.5.0_04

.5.0_05

.5.0_06

AN NN RN NN AN ANENANANAYANEN

PR P D P R P RN PG P P P P P P

PP P D B B P RN PG Paq Pad P4 P P e
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150 07 v X X
150 08 v X v
1.5.0_09 v X v
1.5.0_10 v X v
150 11 v X v

A bug that causes timeout errors when downloading documents when using a proxy
server was fixed in Sun Java JRE versions 1.4.2_13 and 1.5.0_8 onwards.

If the applet functions do not work with the later versions of Java (1.5.0 and higher),
this will require a change to client’s java policy file to add a socket permission (see
below) to allow the applet to run correctly via the proxy server within your network
configuration.

Java 1.6.x does not appear in the table because it is not supported. If you are
experiencing problems using this version, then we suggest you downgrade to a
version listed in the table. When downgrading, it is vital that you first uninstall both
Java 1.6.x AND the lower version you wish your Internet Explorer to use (if already
installed) and then, re-install the lower version. This is because Internet Explorer
uses the copy of java.exe silently made by the install into your C:\WINDOWS\System32
folder, on which you have no control over, even if you explicitly say not to install the
public JRE.

Note: When using a Sun JVM then the window from where you select which
documents to load from your file system will default to “My Documents” rather than
your “Last Visited” location.

Adding the Socket Permission for the Proxy Server

The socket permission for the proxy server is added to the java system policy file,
which is located in “{java.home}/lib/security/java.policy”. The following lines need to
be added to this file within the brackets “{* and “}". After this change the computer will
need to be restarted to take effect.

// Grant allowing signed applets to connect via the proxy server over https

Permission java.net.SocketPermission “PROXY-SERVER-HOST:PROXY-SERVER-PORT”,
“connect, accept, resolve”;

An example java.policy file with this line added is attached for a proxy server of
10.1.10.1 and port number of 80.

Policy.txt
Conclusions

o If you do use a proxy server, and are using Java 1.4.x, the only version that
will work is 1.4.2_13.

e If you are specifying a proxy server, and using Java 1.5.x, you need to use
version 1.5.0_08 or higher, and you may need to add a socket permission.

©2007 Xchanging. All rights reserved 12 of 36
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Validating the Web Client and Browser Configuration Requirements

IMR provides a simple way by which users can validate if their browser is setup with
the recommended configuration.

View the Current Browser Configuration

In order to check the browser configuration, users need to navigate to the following
URL:

https://repository.xchanging.com/worksitemp/index.jsp

Select “Validate Browser” option (see figure 9).

Xchanging

/r Repository Login \

Account ID
Uzername
Password

. Login |

Version 4.1.1.7.20

~f Validate Browser

. S

Figure 9 — IMR Screenshot of Validate Browser Option

If the browser is set up correctly, the user should see all tick marks. The following two
screen captures show the browser configuration for Internet Explorer 6 (Service Pack
2) running on Windows XP Professional Operating System, having Sun JRE
1.4.2_13 and MS JVM respectively (see figures 10 and 11).

©2007 Xchanging. All rights reserved 13 of 36
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Your Browser Settings...
Browser Microsoft Internet Explorer
Browser Yersion 5.0
Browser Platform Windows MT 5.1; 5W1; .MET CLR 1.1.4322; InfoPath.1; .WET CLR 2.0.50727
Javascript Yersion 1.3
Cookies Enabled Yes
Java Enabled ves

Java Virtual Machine Sun Microsystems Inc.1.4.2_13

B

Conclusion ...

Your browser is properly configured to run WorkSite MP,
If you still encounter problems, please check the following items or contact your System
Adrinistrator,

« Browser security level is not set to High,

Recommended J¥M Yersion
Microsoft WM (4.79 or Higher) or Sun Plugln (1.4.2 06}

Figure 10 — Browser Settings for Sun JVM 1.4.2 13

Your Browser Settings...
Browser Microsoft Internet Explorer

Browser Version 5.0
Browser Platform ‘Windows NT 5.1; SW1; MET CLR 1.1.4322; InfoPath.1; .MET CLR 2.0.50727

Javascript Yersion 1.3

Cookies Enabled ves

Java Enabled ‘Yes

Jawva Virtual Machine Microsoft Corp.1.1.4(5.0.3810)

Conclusion ...

AR TRAIATATA T

Your browser is properly configured to run WaorkSite MP,
If you still encounter problems, please check the following items or contact your System
Administrator,

o Browser security level is not set to High.

Recommended J¥M Yersion
Microsoft WM (4.79 or Higher) or Sun Plugln (1.4.2 06&)

Figure 11 - Browser Settings for Microsoft JVM 5.0.3810
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Your Browser Settings...
Browser Microsoft Internet Explorer v
Browser Version 6.0 v

Browser Platform Windows NT 5.1; SV1; .NET CLR 1.1.4322; .NET CLR 2.0.50727; .NET CLR 3.0.04506.30 +"
Javascript Version 1.3
Cookies Enabled Yes
Java Enabled Yes
Java Virtual Machine Can not find JVM Info
Expected JVM Version Microsoft JVM (4.79 or Higher) or Sun Plugln (1.4.2 0&)

Conclusion ...

B s s

Your browser is properly configured to run WorkSite MP.

Mvour 1ava virtual Machine is not configured properly. You will not be able to use applets.
If yvou still encounter problems, please check the following items or contact your System Administrator.

+ Browser security level is not set to High.

Recommended JVM Version
Microsoft WM (4.79 or Higher] or Sun Plugln (1.4.2 06])

Figure 12 - Browser Settings when neither Sun nor Microsoft JVM Installed
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Checking settings in Internet Explorer 6

Once the required software is present on the user’'s computer, it is recommended
that the following settings are verified.

Security Settings

From the browser menu, choose Tools -> Internet Option -> Security -> Custom
Level (see figure 13). .

Select a Web content zone to specify its security settings.

General Security | Pri\racyl Content I Connections | Programs | Advanced |

2 0O @
Intermet Localintranet  Trusted sites Restricted

sites
Intemet

B This zone cortains all Web sites you
havent placed in other zones

Sites,.. |

— Security level for this zone

Custom
Custom settings.
- To change the settings. click Custom Level.
- To use the recommended settings, click Default Level.

Defaut Level |

ok | Cancel | ooy

Figure 13 - Screenshot of Security tab

Check for the options of “Scripting for Java applets”. It should be “enabled” as shown
in the screen shot (see figure 14).

Figure 14 - Screenshot of Scripting options

Security Settings

Settings:

2lx

Active scripting
) Cisable
(&) Enable
) Prompt
Allow paste operations via script
) Cisable
{2 Enable
) Prompt
Scripting of Java applets
) Disable

) Prompt

~ Reset custom settings

-@ Scripting ;I

(2 Enable J

-
Il Ao e med e
i I _>I_I

Reset to: |Medium

:I Reset |

oK I Cancel
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Configuration for Running Applets
From the browser menu, choose Tools -> Internet Option -> Advanced

Case 1 — If using the Sun JRE

Please check the “Java (Sun)” option is selected (see figure 15).

r

Internet Options

_General Securty | Privacy | Content | Connections F'ru:ugrams| .ﬁ.dvanced|

Settings:

|Jze smoath soraling
&] HTTP 1.1 sattings

Use HTTP 1.1

lze HTTF 1.1 through prosy connections

oy Java [Sun)

lze JRE 1.4.2 13 for <applety [requires restart)

Tmedia

Enable Automatic Image Reszizing
Enable Image Toaolbar [requires restart]
Flay animationz in web pages
Play sounds in web pages
Play videoz in web pages
Show image download placeholders
Show pictures
Smart image dithering

. & Printing i
| %

[

[KISKIKIK]

[<I<]

| 2

[ Bestore Defaulks

[_ OF. l[ Cancel ] Apply

Figure 15 — Screenshot of Advanced Tab
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Case 2 — If using the Microsoft JVM

Internet Options

General | Security || Privacy | Content | Connections F'r-:ugrams| Advanced

Settings:

|§] icrozoft Wk
[ ] Java console enabled [requires restart]
Java logging enabled
JIT compiler far vitual machine enabled [requires restart)
ltimedia
Enable Automatic Image Fesizing
Enable Image Toolbar [requires restart]
Play animationz in web pages
Play zoundsz in web pages
Play videos in web pages
Show image download placeholders —
Show pictures
v | Smart image dithering
@ Frinting
|:| Frint background colors and images
‘4, Search from the Address bar b
< ¥

[F

A AV I ER AN AN AN A

[ Restore Defaults

[ OF. H Cancel ]

Figure 16 - Screenshot of Microsoft JVM Settings
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Case 3 — If Sun JRE as well as Microsoft JVM is not used

Please note that if neither Sun JRE nor Microsoft JVM is installed, user will
not be able to use the features described in section ‘IMR Features which
require configuration of Web Browser’.

Resetting Preferences for Applets

IMR records the preferences of ‘using applets’ or ‘not using applets’ in cookies® on
the user’'s machine. In some cases, it is possible that after the version of Java is
updated in the browser from a non compatible version to a compatible version, the
preferences recorded in the cookie are not updated. In such cases, users should
delete the cookie present on their machine. Users must also delete the ‘cookie’ if
they want to change their preferences from ‘Not using Applets’ to ‘Using Applets’.
Please follow the following steps to delete cookies for IMR in Internet Explorer 6.

©2007 Xchanging. All rights reserved 19 of 36
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1. In the Internet Explorer Window, please click on Tools — ‘Internet Options’.

2. Next, click on the ‘Settings’ Button (see figure 17).

r

Internet Options

General |Securit_l,l Privacy || Content | Connections | Programs | Advanced

Home page
% Y'ou can change which page to use for your home page.
Address:

Temporary Internet files

o Pages you view on the Intermet are stored in a special folder
@& Y for quick viewing later.

[Delete I:n:u:nkies...] [ Delete Files... ] [ Settings... |

Hiztary

The Histary falder containg links to pages pou've vizited, far
quick access to recently viewed pages.

D ayz to keep pages in higtany: |2EI E | [ Clear Hiztory ]

[ Colars... ] [ Faonts.. ] [ Languages... ] [.-i'-.c:c:essihility...]

[ ok H Cancel ]

Figure 17 - Screenshot of Settings Button
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3. Next, click on the ‘View Files’ Button (see figure 18). This should open a window
showing all the Temporary Internet Files (see figure 19).

r

Settings E| [g|

Check for newwer versions of stored pages:
W
& () Ewery wisit to the page

{:} Ewery kime you skark Inkernet Explorer
(%) Automatically

() Mewver

Temporary Internet files Folder

Current location:  C:iDocuments and
SettingsibansalniLocal
Settings) Temporary Internet Files),

amount of disk space to use:

J sz | mB

Maovve Folder., .

Figure 18 - Screenshot of "View Files" Button

[ Temporary Internet Files

File Edit  ‘iew Favorites Tools  Help

3 Back </ 'ﬂ /- ! Search = Folders v
Address !..3 Ci\Documents and SettingsibansalniLocal Settings\ Temporary Internet Files
- e . - Mame Internet Address Type
| FolderTasks &3 ZThEsIK20dz0FoSbmllpOOFS0= ZTbEEIEK2Z0dz0FosbmIpOOFI0= EIN Fils
|:| opythisitemn [ xF—inFo-pane,l’ . Cookin?:hansaln@wwv.\l.dhtmlgoodies.com,l’scripts,l’xp-info-pane,l’ Text F)ocument
HIATEEMLESZ3bSIBKSFyFik= 3PqiRi9TEEMLBSZ23hSiERSFyFk= BIM File
¢ Delete this item .

:] ¥changing_gMenuBar, gif

https: fimwl xchanging . comfwarksitempfviews/MWL_v2fimages/... GIF Image
.:] ¥changing_action, gif

https: fimwl, xchanging . comfwarksitemp fviews/MWL_v2fimages/... GIF Image

i, google, co.ukf http: | funa, google, co.ukf HTML Document
enmp Cookie:bansaln@rmwl. xchanging. comworksitemp Texk Document I
https: /il xchanging. com)warksitemp fviews MWL _v2fimages/...  GIF Image

bl

Other Places

£ Local Settings mpanents-top.gif

™ ] WwebCa

Figure 19 - Screenshot of worksitemp Temporary Files
4. Please select all files by name worksitemp and delete them.

5. Close the window showing Temporary Internet Files. Also, please close all the
Internet Explorer Settings windows by clicking the ‘Ok’ button.

To set the new preferences, please follow the steps in the next section.
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Getting Started Guide

This section describes the actions that users can take when they use the IMR
Application for the first time. The three subsections describe the difference in
experience depending on whether Sun JVM or Microsoft JVM is available or if neither
JVM is available.

Checking the browser for this information is simple and is described in the View the
current browser configuration section.

When Using Sun JVM versions 1.4.2_13 and 1.5.0_11

Navigate to IMR URL: https://repository.xchanging.com/worksitemp/index.jsp

Please enter the account ID, username and password and click on the “Login” button
(see figure 20).

Xchanging

/ Repository Login \

Account ID
Username
Password

. Login |

Version 4.1.1.7.20

~f Validate Browser

. v

Figure 20 - Screenshot of IMR Login
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If the account ID, user name and password are correct, the following page should be
displayed (see figure 21).

4

g M

Xchang

Market Repository

You may see messages asking if you
want to install and run some components
from Interwoven, Inc.

You must click Yes/Grant to operate
4 WorkSite MP.

Warning - Security

Do youwantto trustthe sianed applet distributed by "Interwaven, Inc."?

Publisher authenticity verified by: “VeriSign, Inc."

»g The security certificate was issued by a company that is trusted

‘ﬁ The security certificate has expired oris notvet valid.
ok

Caution: "Interwaven, Inc." asserts that this content is safe. You should anly
accept this cantent if you trust "Interwaven, Inc." to make that assertion.

hare Details

| s || Mo || Always |

Figure 21 — IMR Screenshot of Signed Applet Popup

As can be seen in the screen capture above (see figure 37), the user is prompted if
he/she would like to download the signed applet distributed by Interwoven, Inc.

In order to use all of the features offered by the IMR you will need to click the “Yes”
button. This is required to run applets in the web browser. The details are available in
the Role of applets section.

The users should confirm the use of the applet with their “in house” IT/Technical
support.

For signing certificate details, please see Annexure 2.

If the users wish to run the applets and do not want to be asked again, they should
click the “Always” button to download the security certificate relating to the applet.

Should the users not wish to download the applet, they should click the “No” button. It
is important to note that IMR Application can still be used if the users select the “No”
option. Selecting “No” results in applets not being available. The features of IMR that
are not available without applets are described in the ‘Impact of not using Applets’
section.

If “No” option is selected, a warning message is displayed (see figure 22).
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Market Repository

" & You may see messages asking if you
Dﬂmhﬁlhnﬂlgﬁrt\ﬂmjl.f_ﬂ_ s tl - l II d l
LN N O e want to install and run some components

fravg. from Interwoven, Inc.

You must click Yes/Grant to operate
4 WorkSite MP._

Microsoft Internet Explorer

P ) Signed components from Interwoven, Inc. cannot run.
‘\'/ You will not be able to use applets. Do you want to proceed?

[ ok [ cance |

Figure 22 — IMR Screenshot of Warning Message if Applets Not Enabled

The users should select the OK button, upon which they are directed to the IMR
home page.
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Navigate to IMR URL: https://repository.xchanging.com/worksitemp/index.jsp

Please enter the account ID, username and password and click on the “Login” button

(see figure 23).

Xchanging —

/ Repository Login \

Account ID

Username

Password

| |
_Login )

Version 4.1.1.7.20

~f Validate Browser

. s

Figure 23 - Screenshot of IMR Login

If the user name and password are correct, the users should see a screen similar to

the one below (see figure 24).
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Market Repository

2l You may see messages asking if you

03 00t 1 1l 0 T OV J
pen s e een | want to install and run some components
T from Interwoven, Inc_

Prblabin sty b by i g Comnancial
St Sl T2

You must click Yes/Grant to operate

Cantn. s -
el 44 Worksite MP_
I S T et b e, b Internet Explorer - Security Warning
o b F LT Do you want to run this software?
Mame: JVM14.tmp
Publisher: Interwoven, Inc.
@ More options Run ] ‘ Don't Run |

While files from the Internet can be useful, this file type can potentially harm
your computer. Only run software from publishers you trust. Whats the risk?

Figure 24 — IMR Screenshot of Interwoven Applet Software Popup

As can be seen in the screen capture above (figure 40), the user is prompted if
he/she would like to download the signed applet distributed by Interwoven, Inc.

In order to use all of the features offered by the IMR the users will need to click the
“Yes” button. This is required to run applets in the web browser. The details are
available in the Role of applets section.

The users should confirm the use of the applet with their “in house” IT/Technical
support.

For signing certificate details, please see Annexure 2.

Please note that to choose the “Run” option, an internet connection to site other than
https://mwl.xchanging.com is not required.

If the users wish to run the applets and do not want to be asked again, they can click
on “More options” and select “Always run software from Interwoven, Inc.” and press
“Run” button. This is shown in the screen captures below (see figures 25 and 26).
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Internet Explorer - Security Warning E'

Do you want to run this software?

Mare: JWMed, tmp
Publisher: Interwoyen, Inc.

e options Run

g While files From the Internet can be useful, this file byvpe can patenkially harm
wour compuker, Only run software From publishers wou trust, What's the risks

Figure 25 - Screenshot of More Options button

r 3

Internet Explorer - Security Warning @

Do you want to run this software?
MName: WM. tmp
Publisher: Interwoven, Inc.

(*)ialways run software From “Inkerwoven, Inc,"

) Mewer run software From "Inkerwoven, Inc,"

) Ask me every time

E] Fewer options Bun

‘while Files From the Internet can be useful, this file type can pokentially harm
wour computer. Only run sofbware From publishers wou trust, What's the risks

Figure 26 - Screenshot of Options

Should the users not wish to download the applet, they should click the “Don’t Run”
button. It is important to note that IMR Application can be used if the users select the
“No” option. Selecting “No” results in applets not being available. The impact of not
having applets is described in the ‘Impact of not using Applets’ section.

If “No” option is selected, a warning message is displayed (see figure 27). The users
should select the OK button, upon which they are directed to the IMR home page.
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Figure 27 — IMR Screenshot of Warning Message if Applets Not Enabled
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When No JVM installed or Applets are not available

Applets may not be available for use by IMR website because of the following
reasons:

e A recommended version of Sun JRE or Microsoft JVM is not installed.

e Sun JRE is installed but at the time of security warning prompt, user has
selected “No” option.

e Microsoft JVM is installed but at the time of security warning prompt, user has
selected “Don’t run” option.

This section describes the actions users can take when the applets are not available.

The user navigates to IMR URL:
https://repository.xchanging.com/worksitemp/index.jsp

Enters the account ID, username and password and clicks on the “Login” button (see
figure 28).
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Figure 28 - Screenshot of IMR Login

A warning message should be displayed saying that applets are not available (see
figure 29). The users should click on the OK button to use IMR.

It is important to note that IMR Application can be used without applets. The impact
of not having applets is described in the ‘Impact of not using Applets’ section.
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Figure 29 - IMR Screenshot of Warning Message if Applets Not Enabled
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Frequently Asked Questions

Does IMR work with Sun JRE 1.3/JVM 1.3?

IMR does not work with Sun JRE 1.3 / Sun JVM 1.3. It is recommended that users
should upgrade to a recommended version of Sun JRE e.g. 1.4.2_13. More details
are available in requirements for JRE section.

Does IMR work with Sun JRE 1.5 or Java 5?

Yes, IMR works with JRE version 1.5.0 _11. However, since the support for Java 5
commenced in February 2007, it is possible that users with Java 1.5 in the browsers
prior to this might not be able to use applets. This should be resolved by resetting the
preferences for applets as described in the section ‘Resetting Preferences for

Applets’

A special setting is required when JRE version 1.5.0_11 is used and MWL or IMR is
accessed using proxy server. This setting is described in Annexure 3.

Does IMR work with Internet Explorer 77?

No problems have been found with IMR running on Internet Explorer 7. However,
Internet Explorer 7 is not supported by IMR and it is recommended that Internet
Explorer 6 with Service Pack 2 is used.
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How do | check which JVM version do | have OR if | have applets enabled or
not?

This can be checked by visiting the following URL in your browser.

https://mwl.xchanging.com/worksitemp/bc/browserinformation.jsp

More details are available in the View the current browser configuration section.

What is an applet?

An applet is a program written in the Java programming language that can be
included in an HTML page. For more details Please refer to the Glossary section.

What should | do when JRE 1.5 is installed in my machine but | want to use
JRE 1.4.2_137?

Uninstall JRE 1.5 through windows control panel -> Add or Remove Programs, once
it is completed install JRE 1.4.2_13 and restart the machine. To allow MWL or IMR to
recognize JRE 1.4.2_13 in your browser, please follow the steps outlined in the
section ‘Resetting Preferences for Applets’

From where can | download the Sun JRE version supported by IMR?
You can download the Sun JRE from Sun’s web-site, following are the URLs

1. SunJRE 1.4.2_13: http://java.sun.com/j2se/1.4.2/download.html

2. SunJRE 1.5.0 _11: http://java.sun.com/javase/downloads/index_[dk5.jsp

The above two are the latest version of Sun JRE, once the newer version of JRE is
available you can download 1.4.2_13 and 1.5.0_11 versions from
http://java.sun.com/products/archive/ URL.
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Should you encounter any issues accessing the IMR or have any questions, please
contact Service Desk using the following contact details:

Email: servicedesk@xchanging.com

Helpline: +44 (0) 870 380 0830
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Annexure 1: Glossary of Terms

Applet: An applet is a program written in the Java programming language that can
be included in an HTML page, much in the same way an image is included in a page.
When you use a Java technology-enabled browser to view a page that contains an
applet, the applet's code is transferred to your system and executed by the browser's
Java Virtual Machine (JVM).

For more details, please refer http://java.sun.com/applets/

JRE: JRE stands for Java Runtime Environment: This is the package of software that
must be installed on a machine in order to run Java applications.

JVM: JVM stands for Java Virtual Machine. A JVM is a piece of software that is
responsible for running Java programs

Cookie: HTTP cookies, sometimes known as web cookies or just cookies, are
parcels of text sent by a server to a web browser and then sent back unchanged by
the browser each time it accesses that server. HTTP cookies are used for
authenticating, tracking, and maintaining specific information about users, such as
site preferences.
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Sun JRE version 1.5.0_11is used and IMR is accessed using proxy server

A special setting is required in the user’s local machine if Sun JRE version 1.5.0 11
is used with proxy server to access https://mwl.xchanging.com or
https://repository.xchanging.com/worksitemp/index.jsp.

Please perform the following steps to make the required change in the user’s
machine.

1. Open the file “java.policy” available in “C:\Program
Files\Java\j2re1.5.0_11\lib\security” directory.

2. Add the following line at the end of the file.

o grant{

permission java.net.SocketPermission "PROXY HOST:PROXY
PORT", "connect,accept,resolve”;

|3

0 Please replace the highlighted text with the actual proxy server host
address and port number and save it.

3. Close any existing browser sessions and access IMR in a new browser
session.
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